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RESUMEN  

En los últimos años, el uso de inteligencia artificial generativa en contextos educativos ha ido en aumento, lo que está cambiando la manera de aprender en las universidades. Pero este crecimiento también  trae  consigo  dudas  sobre  cómo  se  manejan  los  datos  personales  de  los  estudiantes.  Este trabajo tuvo como objetivo analizar si existe relación entre el uso de estas herramientas y cómo los estudiantes universitarios perciben los riesgos sobre su privacidad. Se llevó a cabo una investigación con un enfoque mixto, de tipo no experimental y con un corte transversal. Participaron 200 estudiantes universitarios,  seleccionados  por  conveniencia.  Como  instrumento  se  aplicó  un  cuestionario estructurado  basado  en  el  Modelo  de  Aceptación  Tecnológica  (TAM)  y  en  el  modelo  de Preocupaciones de Privacidad de la Información de Usuarios de Internet (IUIPC). El cuestionario mostró una buena validez (KMO = 0.86; p < 0.001) y una alta confiabilidad (alfa de Cronbach = 0.87). Los resultados indicaron una correlación negativa de intensidad moderada entre el uso de IA generativa y la percepción de riesgo sobre la privacidad (r = −0.41; p < 0.001). El modelo de regresión mostró que el uso de IA explica cerca del 16% de la variabilidad en la percepción de riesgo (R² = 0.16). Esto sugiere que existe una asociación entre ambas variables, pero no implica una relación de causa y efecto. Se concluye que es necesario reforzar las estrategias de alfabetización digital y de ética tecnológica dentro de la educación superior. 
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ABSTRACT 

The use of generative artificial intelligence in educational settings has grown steadily in recent years, reshaping learning processes in higher education. At the same time, this trend raises questions about data privacy and the handling of personal information. This study aimed to examine whether there is a relationship between the use of generative AI and how university students perceive data privacy risks. A mixed-methods approach was used, with a non-experimental, cross-sectional design. The sample  consisted  of  200  university  students  selected  through  convenience  sampling.  Data  were collected using a structured questionnaire based on the Technology Acceptance Model (TAM) and the Internet Users’ Information Privacy Concerns (IUIPC) model. The instrument showed adequate validity (KMO = 0.86; p < 0.001) and high reliability (Cronbach’s alpha = 0.87). The results revealed a moderate negative correlation between the use of generative AI and perceived data privacy risk (r = −0.41; p < 0.001). The regression model indicated that AI use explains about 16% of the variance in  privacy  risk  perception  (R²  =  0.16).  These  findings  point  to  an  association  between  the  two variables,  without  implying  causality.  The  study  concludes  that  strengthening  digital  literacy  and ethical technology education is essential in higher education institutions. 
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INTRODUCTION

In recent years, generative artificial intelligence has arrived forcefully in university classrooms. Tools such as ChatGPT are changing how we teach, learn, and assess. This opens many possibilities, but also poses significant challenges that we have not yet fully understood (Bozkurt et al., 2023). 

Today, any university student can ask generative AIs such as ChatGPT, DeepSeek, or others to write a summary, explain a difficult concept, or even generate code for a project. This is possible thanks to large  language  models  (OpenAI,  2023).  All  of  this  occurs  within  what  is  often  called  the  Fourth Industrial Revolution, alongside the consolidation of digital ecosystems in the educational sphere. In theory,  algorithmic  personalization  promises  to  make  learning  processes  more  efficient,  but  this promise collides with a real problem: as the use of generative AI increases, so does the amount of personal data that students end up exposing. This brings with it legitimate concerns about privacy, security,  and  the  control  that  they  themselves  can  exercise  over  their  information  (Zuboff,  2019; Dwivedi et al., 2023). 

From the perspective of sustainable development, integrating AI into education is not an isolated fact: it is directly related to Sustainable Development Goal 4, which seeks inclusive, equitable, and quality education; also to SDG 9, focused on innovation and technological infrastructure; and to SDG 16, which emphasizes solid institutions and respect for fundamental rights, including the protection of personal  data  (United  Nations,  2015).  However,  when  AI  technologies  are  implemented  without adequate  governance  frameworks,  negative  effects  can  be  generated,  such  as  privacy  violations, worsening digital divides, or the perpetuation of algorithmic biases (UNESCO, 2021). 

From a historical perspective, the foundations of artificial intelligence are found in the initial work of Alan Turing, who in 1950 raised the question of whether machines could imitate human intelligence, as well as in that of John McCarthy, who in 1956 introduced the term "artificial intelligence." In the educational field, the advancement of intelligent systems has been consolidated first with intelligent tutoring systems and, more recently, with adaptive learning platforms and generative tools that allow natural  language  interaction  (Holmes  et  al.,  2019).  Today,  generative  AI  represents  a  significant qualitative advance, since it not only processes information but also generates original content and offers personalized interaction in real time, which has accelerated its incorporation into universities around the world. 

What has been published so far shows that research on AI in education has grown enormously in a short time, especially regarding generative models and the way they affect both learning and academic assessment (Kasneci et al., 2023). 
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Various recent works highlight advantages such as the possibility of personalizing learning, more agile feedback, and better support for students to regulate their own process (Luckin et al., 2016; Holmes  et  al.,  2019).  But  there  is  also  research  that  warns  about  the  dangers  of  using  these technologies, especially due to massive data collection, the lack of transparency of algorithms, and how unclear it is to know how personal information is actually handled (Floridi et al., 2018). Added to this is that students, while valuing the usefulness of generative AI, have conflicting perceptions regarding the privacy of their data, which reflects a gap between the level of technological adoption and critical awareness of its consequences (Tsai et al., 2021). 

To  provide  theoretical  support  for  this  work,  we  draw  on  approaches  such  as  the  Technology Acceptance Model (TAM), which explains why people adopt a technology based on how useful they find it and how easy it seems to use (Davis, 1989). We also rely on more current theories about the data  economy,  which  understand  personal  information  as  a  strategic  resource  in  the  digital  age (Zuboff, 2019). At the same time, contextual privacy theory suggests that risk perception depends on the scenario in which data is shared and on what users consider normal or expected in each situation (Nissenbaum, 2010). In the case of generative AI applied to education, these ideas help us understand how students negotiate between the academic benefits they obtain and the possible risks of exposing their information. 

At the conceptual level, we understand generative artificial intelligence as a set of models capable of producing  new  content,  whether  text,  images,  audio,  or  code,  from  patterns  learned  from  large volumes of data (OpenAI, 2023). On the other hand, the perception of risk in data privacy refers to the extent to which people believe that their personal information can be misused, stored without their consent, or shared with third parties without them having control (Malhotra et al., 2004). Thus, the relationship  between  both  variables  constitutes  a  very  relevant  field  of  analysis  if  we  want  to understand how trust is built and how technology is adopted in educational environments. 

The  legal  framework  is  also  key  to  putting  this  problem  in  context.  At  the  international  level, regulations such as the European Union's General Data Protection Regulation (GDPR) establish clear principles on the handling of personal data, such as informed consent, data minimization, and the right to be forgotten (European Parliament, 2016). In Latin America, several countries have advanced in  similar  regulations,  recognizing  data  protection  as  a  fundamental  right.  However,  the  rapid evolution of generative AI poses important regulatory challenges, because many of these tools operate transnationally and are sustained by business models that depend on collecting and analyzing large amounts of data. 

[image: ]

Despite technological and regulatory advances, notable failures remain in how AI is implemented in higher  education.  Among  them  are  the  lack  of  critical  digital  literacy  among  students,  the  scarce transparency of the algorithms used by platforms, and the absence of clear institutional policies on the  use  of  AI  tools  (UNESCO,  2021).  There  is  also  a  tendency  to  exaggerate  the  benefits  of personalization without sufficiently considering the costs in terms of privacy, which can lead to an unreflective adoption of these technologies. This situation reveals an underlying problem: the tension between achieving more efficient education and protecting students' digital rights. 

In this context, the research problem is formulated around the need to understand how the use of generative  artificial  intelligence  in  educational  environments  relates  to  the  perception  of  risk regarding data privacy in university students. 

Although  there  is  increasing  interest  in  the  use  of  generative  AI  in  education,  we  still  have  little empirical evidence that analyzes its link with the perception of risk in data privacy, especially in Latin American contexts. Most studies have been carried out in different realities, which reveals the need to generate situated knowledge that allows understanding this relationship in university populations in the region. 

For all these reasons, the objective of this study is to analyze the relationship between the use of generative artificial intelligence in educational environments and the perception of risk in data privacy among university students. More specifically, we propose: to identify the levels of use of generative AI in higher education students; as a second point, to evaluate their perception of risk in data privacy; and finally, to determine the statistical relationship between both variables. 

Finally, it is important to recognize the challenges and limitations inherent to this line of research. Among the main challenges are the rapid evolution of AI technologies, which makes it difficult to keep theoretical and methodological frameworks updated; the heterogeneity in access to and use of these tools; and the complexity of measuring constructs such as risk perception and trust in automated systems. Likewise, the fact of relying on self-reported data can introduce certain biases in the results, so it is essential to use validated instruments and robust statistical techniques. Even so, facing these limitations is essential to generate scientific evidence that contributes to an ethical, responsible, and sustainable integration of artificial intelligence in higher education. 

Based  on  the  literature  review  and  theoretical  approaches  to  technological  adoption  and  digital privacy, the conceptual model of the study that guides the relationship between the analyzed variables is proposed (Figure 1). 

Figure 1.
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Conceptual model of the relationship between the use of generative artificial intelligence and the perception of data privacy risk among university students. 
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Note. The  conceptual  model  proposes  that  the  use  of  generative  artificial  intelligence  tools  in educational environments influences the perception of risk associated with the privacy of students' personal data. Constant interaction with these technologies can modify the perception of security, trust, and control over personal information in digital environments. 

METHODOLOGY (MATERIALS AND/OR METHODS)

To address the research question, a study with a mixed-method approach was designed. This meant combining quantitative and qualitative approaches, seeking a broader understanding of how the use of generative artificial intelligence in educational contexts relates to the perception of risk regarding data  privacy  among  university  students.  The  quantitative  part  served  to  examine  the  statistical relationships between variables, while the qualitative part allowed us to approach the perceptions and experiences that students themselves have when using these technologies in their daily academic life. This combination favors triangulation of methods and reinforces confidence in the findings obtained (Creswell & Plano Clark, 2018). 

From  an  epistemological  point  of  view,  this  research  is  basic,  but  with  an  applied  orientation.  It contributes to the existing scientific knowledge on how artificial intelligence, education, and data privacy are related, and at the same time offers empirical evidence that is useful for decision-making in higher education institutions. It is also worth noting that the study has a prospective character, because it analyzes a  contemporary  phenomenon  whose  future  implications  will  affect the  digital transformation processes of educational systems. 

Regarding  its  scope,  the  research  is  descriptive,  correlational,  and  interpretative.  It  is  descriptive because it characterizes the patterns of use of generative artificial intelligence tools among university students; correlational because it examines the statistical relationship between the use of said tools and  the  perception  of  risk in  data  privacy;  and  interpretative  because it  incorporates  a  qualitative analysis  that  allows  understanding  the  subjective  perceptions  of  participants  regarding  the phenomenon analyzed. 

[image: ]

The research design is non-experimental and cross-sectional, since the variables were not deliberately manipulated and data collection was carried out at a single point in time. The research process was developed between October 2025 and January 2026, during which period the measurement instrument was designed, its validation was carried out, the survey was applied to participants, and the statistical analysis of the data was performed. 

The  study  population  consisted  of  students  enrolled  in  higher  education  institutions  who  use generative artificial  intelligence  tools  in their  academic  activities.  It is  important  to  highlight  that university students are one of the sectors that most interact with emerging technologies in digital learning environments. For this reason, this population group is especially relevant for the study. 

To select the participants, a non-probabilistic convenience sampling was used, taking into account accessibility criteria and willingness to participate voluntarily. The inclusion criteria were three: being enrolled in a higher education institution, having used at least one generative artificial intelligence tool in academic activities, and agreeing to participate in the study by signing an informed consent form. 

All students participated voluntarily and were asked for their informed consent. Confidentiality and anonymity of the information collected throughout the entire process were ensured. 

The study was conducted in compliance with ethical principles for research on human subjects. 

The final sample consisted of 200 university students, a size considered adequate for correlational studies and multivariate models in social and educational research (Hair et al., 2019). This sample size allows  guaranteeing  adequate  statistical  power  to  detect  significant  relationships  between  the analyzed variables. 

Data collection was carried out using the survey technique, using a structured questionnaire with a five-point Likert scale. The instrument was developed based on theoretical models widely used in the scientific literature, particularly the Technology Acceptance Model (TAM) proposed by Davis (1989) and the Internet Users' Information Privacy Concerns (IUIPC) model developed by Malhotra et al. (2004). The integration of these models allowed evaluating both the level of technological adoption and the perception of risk associated with data privacy. 
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The  validity  of  the  instrument  was  determined  through  a  content  validity  process  through  expert judgment, in which five specialists in the areas of statistics, education, and information technologies participated.  The  expert  evaluation  worked  on  the  relevance,  clarity,  and  coherence  of  the  items, which allowed adjustments to be made before its final application. 

Subsequently,  construct  validity  was  evaluated  through  exploratory  factor  analysis  (EFA),  which allowed  identifying  the  underlying  structure  of  the  measured  variables.  The  Kaiser-Meyer-Olkin (KMO) index obtained a value of 0.86, considered adequate for the application of factor analysis, while Bartlett's test of sphericity was significant (p < 0.001), confirming the adequacy of the factorial model. 

The  reliability  of  the  instrument  was  determined  using  Cronbach's  alpha  coefficient,  obtaining  a global  value  of  0.87,  which  indicates  high  internal  consistency  of  the  instrument  (Nunnally  & Bernstein, 1994). 

Statistical analysis was performed using specialized software such as SPSS and R. In a first phase, descriptive statistics techniques were applied, including measures of central tendency, dispersion, and frequencies.  Subsequently,  normality  tests  (Kolmogorov-Smirnov)  were  applied  to  determine  the distribution  of  the  data.  To  evaluate  the  relationship  between  variables,  the  Pearson  correlation coefficient  was  used,  while  the  influence  between  variables  was  analyzed  using  simple  linear regression. 

Additionally, the coefficient of determination (R²) was estimated in order to determine the proportion of  variance  explained  by  the  statistical  model.  In  the  qualitative  component,  a  thematic  content analysis  was  applied,  which  allowed  identifying  emerging  categories  in  students'  perceptions regarding the use of generative artificial intelligence. 

RESULTS

Characterization of the sample

The distribution of participants according to gender is presented in Table 1. 

Table 1

Distribution of participants according to gender

Gender                                  Frequency           Percentage 

Male                                     108                  54% 
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Female                                   86                  43% 

Other / Prefer not to say                       6                       3% 

Total                                         200                   100%

Note: Data obtained from the survey applied to university students participating in the study. 

The results show a relatively balanced distribution among participants according to gender. A slight predominance of the male gender (54%) is observed, followed by the female gender (43%), while 3% preferred not to specify their gender. This distribution allows for a diverse sample that contributes to the representativeness of the analysis on the use of generative artificial intelligence in the university context. 

Table 2

Frequency of use of generative artificial intelligence tools

Level of use                         Frequency                 Percentage 

Occasional use                    38                        19% 

Weekly use                      72                       36% 

Frequent use                      90                        45% 

Total                              200                       100%

Note: Data obtained from the survey applied to university students participating in the study. 

The results show that 45% of students use generative artificial intelligence tools frequently, while 36%  report  weekly  use  and  19%  occasional  use.  These  data  reflect  a  high  penetration  of  these technologies in the academic sphere, confirming the growing incorporation of generative AI tools as support in learning processes in higher education. 

Descriptive statistics

Table 3

Descriptive statistics of the analyzed variables

Variable                         Mean  Std. Deviation  Minimum  Maximum 

Use of generative AI              3.87     0.74             1            5 
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Perception of data privacy risk 3.21     0.82             1            5 

Note: Own elaboration based on data obtained from the survey applied to students. 

The results indicate that the variable use of generative artificial intelligence presents a mean of 3.87, suggesting a relatively high level of use among students. For its part, the perception of risk in data privacy presents a mean of 3.21, indicating a moderate perception of risk associated with the use of these  technologies.  The  standard  deviation  shows  moderate  variability  in  responses,  evidencing differences in students' perception regarding interaction with artificial intelligence tools. 

Correlation analysis

Table 4

Pearson  correlation  between  the  use  of  generative  artificial  intelligence  and  the  perception  of privacy risk

Variables                             r       p-value  Interpretation 

Use of generative AI – Perception of -0.41  <0.001  Moderate negative correlation 

privacy risk 

Note: r = Pearson correlation coefficient; p < 0.001 indicates statistical significance. 

The  results  show  a  moderate  and  statistically  significant  negative  correlation  between  the  use  of generative  artificial  intelligence  and  the  perception  of  privacy  risk  (r  =  −0.41;  p  <  0.001).  This suggests  that  as  the  use  of  generative  artificial  intelligence  tools  increases,  the  perception  of  risk associated with data privacy tends to decrease. However, this relationship should be interpreted with caution,  given  that  the  cross-sectional  design  of  the  study  does  not  allow  establishing  causal relationships between the variables. 

Figure 2

Relationship between the use of generative artificial intelligence and the perception of data privacy risk 
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Note: The scatter plot represents the relationship between both variables analyzed in the study. 
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The  figure  shows  the  relationship  between  the  use  of  generative  artificial  intelligence  and  the perception of data privacy risk. The downward trend observed in the scatter plot supports the results of the correlation analysis, evidencing that greater use of generative artificial intelligence tools is associated with lower perception of risk regarding the privacy of personal information. 

Table 5

Results of the simple linear regression model

Independent variable β      t       p 

Use of generative AI    -0.38  -5.74  0.000 

Note: β = regression coefficient; t = test statistic; p = significance level. 

The simple linear regression model shows that the use of generative artificial intelligence exerts a significant  influence  on  the  perception  of  data  privacy  risk  (β =  −0.38;  p  <  0.001).  The  negative coefficient indicates that an increase in the use of these tools is associated with a decrease in the perception of privacy risk. Furthermore, the coefficient of determination (R² = 0.16) indicates that approximately  16%  of  the  variability  in  risk  perception  can  be  explained  by  the  level  of  use  of generative artificial intelligence. 

Figure 3.

Correlation matrix between questionnaire items 
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Note: Q1–Q5  correspond  to  items  related  to  the  use  of  generative  artificial intelligence;  Q6–Q10 correspond to items associated with the perception of data privacy risk. 
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The heatmap shows the correlation matrix between the questionnaire items used to measure the use of generative artificial intelligence (Q1–Q5) and the perception of data privacy risk (Q6–Q10). A high positive correlation is observed between items belonging to the same dimension, which supports the  internal  consistency  of  the  instrument.  Likewise,  negative  correlations  are  identified  between items associated with the use of artificial intelligence and those related to the perception of privacy risk,  which  is  consistent  with  the  results  obtained  in  the  Pearson  correlation  analysis  and  the regression model. 

The  visual  analysis  of  the  correlation  matrix  confirms  the  internal  consistency  of  the  instrument, evidencing  positive  associations  between  items  belonging  to  the  same  dimension  and  negative relationships between the dimensions of AI use and perception of privacy risk. This pattern supports the validity of the construct evaluated in the study. 

Qualitative results

The content analysis of open responses allowed the identification of three main categories: 

•   Academic utility of AI, related to idea generation and task support. 

•   Moderate privacy concern, where some students recognize possible risks. 
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•   Trust in technological platforms, based on the perception of security of digital tools. 

DISCUSSION

The  results  obtained  show  that  the  use  of  generative  artificial  intelligence  tools  in  the  university setting reaches relatively high levels among students. The descriptive analysis revealed that a good part of the participants frequently uses these technologies in their academic tasks, confirming that artificial intelligence is increasingly being integrated into higher education learning processes. 

Within this framework, several studies have pointed out that incorporating intelligent technologies into  educational  processes  can  help  strengthen  digital  competencies  and  create  more  innovative learning environments. Facuy Delgado and Díaz Espinoza (2025) point out that systems based on ambient  intelligence  and  smart  technologies  can  support  educational  processes  oriented  toward sustainable  development,  as  long  as  their  implementation  is  accompanied  by  well-defined pedagogical and ethical strategies. More recent research has also found that the use of digital tools in university contexts can significantly contribute to the development of research competencies and the reinforcement of academic skills in students (Toledo et al., 2026). 

The  findings  of  this  study  suggest  that  there  is  an  association  between  greater  use  of  generative artificial intelligence tools and lower perception of privacy risk. However, this relationship should be interpreted with caution, because the cross-sectional design of the study does not allow establishing cause-and-effect  relationships.  The  qualitative  results  support  this  observation,  as  they  show  that students  tend  to  prioritize  the  academic  benefits  they  obtain  from  these  tools,  even  when  they recognize that there are associated privacy risks. 

The fact that the relationship between variables is statistically significant should not obscure that the model has limited explanatory capacity. It is very possible that the perception of risk in data privacy is influenced by other factors not included in the model, such as the level of knowledge that students have  about  data  protection,  the  trust  that  digital  platforms  generate  in  them,  or  their  previous experience with similar technologies. 

These results make it clear that institutional strategies for digital literacy and technological ethics need to be reinforced, in order to promote a critical and responsible use of artificial intelligence in higher education. 

What we have found coincides with what other previous research reports, which point out that greater use of technologies based on artificial intelligence can lead to a normalization of the risks associated with the handling of personal data. Recent studies in the field of digital education have observed that students  tend  to  value  the academic  benefits  of these tools  more than concerns  related to  privacy (Holmes et al., 2019; Tsai et al., 2021). 
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On the other hand, recent research has also shown that artificial intelligence systems can process large volumes of data and generate useful predictive models for different technological and social contexts. Facuy  et  al.  (2025)  highlight  that  ambient  intelligence  systems  and  predictive  models  based  on artificial intelligence can improve the ability to analyze complex information, which reinforces the importance of understanding how data is managed and protected in digital environments. 

It is necessary to point out some limitations of this study. First, the use of non-probabilistic sampling may restrict the possibility of generalizing the results to other student populations. Second, the data were collected through self-report, which may introduce certain biases in the responses. Finally, the cross-sectional design of the study prevents establishing causal relationships between the analyzed variables. 

All of the above indicates that the growing incorporation of generative artificial intelligence in higher education  makes  it  necessary  to  develop  institutional  frameworks  that  guarantee  algorithmic transparency, the protection of personal data, and the strengthening of critical digital literacy among students. 

CONCLUSIONS

The findings of this research show that the use of generative artificial intelligence tools in university environments  reaches  high  levels  among  students,  which  confirms  that  these  technologies  are increasingly being integrated into digital learning processes. The descriptive analyses indicate that a significant  part  of  the  participants  frequently  uses  these  tools  in  their  academic  activities,  thus reflecting that artificial intelligence is consolidating as an emerging resource within higher education. 

The statistical analysis yielded a moderate and statistically significant negative correlation between the use of generative artificial intelligence and the perception of risk regarding data privacy (r =  -0.41; p < 0.001). This means that, in the studied sample, the greater the use of these tools, the lower the perception of risk associated with the privacy of personal information. 

On the other hand, the linear regression model showed that the use of generative artificial intelligence significantly influences the perception of risk regarding privacy (β = -0.38; p < 0.001), and explains about 16% of the variability of that phenomenon (R² = 0.16). These results point to the fact that the use of generative AI is related to how students perceive the risks to their data. However, it should be clarified that this relationship refers to subjective perception and should not be interpreted as evidence of changes in the actual conditions of security or information protection. 
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The  qualitative  results  reinforce  the  above,  as  they  show  that  students  see  generative  artificial intelligence primarily as an academic aid that facilitates content production, information search, and idea generation. Although some participants recognize that there may be risks with the handling of their personal data, these concerns do not seem to curb their use of these technologies. 

Together, these findings highlight the need to promote institutional strategies aimed at strengthening digital literacy, technological ethics, and personal data protection, with the objective of guaranteeing a responsible and critical use of artificial intelligence in higher education. 
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